Hidden Risks of ASR/AIl-Generated Transcripts

Reviewed by Absent Humans
Why It Jeopardizes the Integrity of Justice

Automatic Speech Recognition (ASR) or Artificial Intelligence (Al) transcript risks are significant,

particularly in high-stakes environments like legal and medical proceedings. Key risks associated with

ASR/Al transcription include:

1. Inaccuracy and "Hallucinations”

Fabricated Content: ASR/AI systems can "hallucinate,” generating plausible sounding but
entirely fabricated information. Research has shown that systems like OpenAl's Whisper, an Al
model trained to transcribe audio input, made up sentences in about 1.4% of the transcriptions
of audio recordings tested. “Disconcertingly, a large portion of the fabricated sentences
contained offensive or potentially harmful text,” which is dangerous in legal contexts.
science.org.

Invisibility of Errors: ASR/AI, unlike human stenographers, often produces grammatically
correct, well-punctuated, but inaccurate text. This creates an "illusion of accuracy" where
mistakes are subtle and hard to catch, resulting in "authoritative but incorrect" records.
sciencedirect.com

No Firsthand Recall or Context: If a transcript is challenged in court, the reviewing party cannot
testify to its accuracy or defend its content. Editors reviewing ASR/Al transcripts without
attending a legal proceeding lack essential context - tone, pauses, nonverbal cues, and speaker
dynamics - that a trained stenographer witnesses and captures live. FRCP 80

Poor Audio Handling: Accuracy drops significantly with low-quality audio, background noise, or
overlapping speech. sciencedirect.com

Technical testimony: ASR/AI often fails to correctly capture technical jargon, which is critical in

medical and legal settings. journals.sagepub.com

2. Legal and Regulatory Risks

Compromised Court Records: The use of unverified ASR/AIl transcripts in courtrooms, rather
than stenographic reporters, can undermine the reliability of sworn testimony and create
dangerous legal precedents. businessattorneychicago.com

Breaks Chain of Custody and Traceability: ASR systems do not create a verifiable trail of
changes or decisions. Combined with remote editing - often by gig workers or offshore
contractors - this leaves no audit trail, no speaker authentication, and no ability to reconstruct
or challenge transcript content. The record becomes untraceable and unverifiable. arxiv.org
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o Due Process is at Risk: Automatic Speech Recognition (ASR) systems often face performance
degradation in real-world environments, particularly under domain shift, data scarcity, and
complex acoustic conditions. acm.org

3. Bias and Discrimination

e Accent and Dialect Disparity: ASR models often underperform on non-native accents, regional
dialects, or African American English (AAE), resulting in significantly higher error rates for
minority populations. stanford.edu

4. Privacy and Security Risks
o Data Leaks/Sharing: ASR tools may store voice data and, in some cases, share it with third
parties, increasing the risk of data breaches, identity theft, or blackmail.
o Highly sensitive Australian court data accessed by foreign entity based in India: The Federal
Court of Australia reportedly had some of its files accessed by an Indian tech firm in what's
been labelled a “national security risk.” lawyersweekly.com

o Unauthorized Recording: Al notetaker apps that join meetings may record and analyze private
conversations without proper consent even if the platform’s microphone is muted, creating legal
challenges and possibly violating wiretap laws, e.g., brewer vs otter.ai. jacksonlewis.com

e Compliance Breaches: Using cloud-based ASR services may violate data protection laws (e.qg.,
GDPR, HIPAA) if sensitive data is stored or processed improperly, such as with third-party, non-
compliant subcontractors. pubmed

5. Ethical and Professional Risks
o Attorney-client privilege or the work product doctrine may be at stake. In United States vs
Heppner, Judge Rakoff of the Southern District of New York — addressing “a question of first
impression” — ruled that written exchanges between a criminal defendant and generative Al
platform Claude were not protected by attorney-client privilege or the work product doctrine.

harvardlawreview.org

6. Stenographic Notes Provide Reliable Backup

% Why stenographic records are more reliable: When a stenographic transcript is questioned,
the stenographer can refer to their verbatim notes for clarification. These notes serve as a verifiable,
time-stamped + audiosynched source of an accurate record. An uncertified transcriptionist using ASR
to produce the transcript has no such backup and their edits are often undocumented and irretrievable.

Conclusion
ASR-enabled or assisted transcripts reviewed by someone who did not attend the proceeding are
legally unaccountable, factually unreliable, and ethically questionable. Stenographers utilizing steno or
voice writing equipment - who are present, trained, and equipped with verifiable notes/voice imprints—-
can ensure an accurate, secure, unbiased, non-hallucinogenic, and completely defensible legal record.
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